Location Verification and Smart

Contracts

Ella Tallyn
University of Edinburgh
ella.tallyn@ed.ac.uk

Edson Alcala
University of Edinburgh
edson.alcala@ed.ac.uk

Dave Murray-Rust
University of Edinburgh
d.murray-rust@ed.ac.uk

Permission to make digital or hard copies of part or all of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for third-party components of this work must be honored.
For all other uses, contact the Owner/Author. HCI for Blockchain: A CHI 2018
workshop on Studying, Critiquing, Designing and Envisioning Distributed Ledger
Technologies, April 21-26, 2018, Montreal, QC, Canada. 2018 Copyright is held by
the owner/author(s).

Abstract

This paper explores the interactions between distributed
ledgers, smart contracts and geographic location. Loca-
tion is a fundamental part of human existence, as well as
being crucial personally identifying information. We are in-
terested in techniques for using location in smart contracts,
to enable new kinds of services and systems, that link real
world events to the abstract logics of blockchain systems.
There are many challenges here, from the technical issues
of sensing and securely storing location data, through to
how to make use of the information in a privacy preserv-
ing manner, to developing a system of location appropriate
for use in smart contracts. We discuss an experiment in
progress to elicit a taxonomy of locations, and the important
features of each. We then look at the techniques for cap-
turing and storing this securely, and imagine how this feeds
into the design of future active travel systems.

Introduction

Blockchain and distributed ledgers technologies (DLTs) are
a potential route to enabling reliable and trustworthy plat-
forms for sharing and storing data. In particular they are
useful when it is necessary to verify stored data at a later
time, as the cryptographic process by which data is com-
piled in these ledgers makes them highly tamper-resistant.
Furthermore, these ledgers can be decentralised, and can
be owned and managed by multiple organisations, none of



which could easily take control or manipulate the data for
their own benefit. These attributes make DLTs particularly
useful when certainty of the data is required, and where
trust between the parties sharing data needs to be medi-
ated [12, 15].

In this project we are exploring the ways in which DLTs can
support proof of location, and allow the verification of loca-
tion properties. Location verification is necessary in situa-
tions where the location of a particular object or person has
significant implications, for example for shipping, insurance
companies, and in legal situations. However monitoring lo-
cation also has challenges, particularly around privacy [3],
where the effects and implications of widespread location
tracking are still being worked out [8]. Maintaining a sense
of what is important to people and society is essential to
preserving human values in technological development,
particularly when it concerns the continual monitoring of our
activities, and attention to this has been raised as a current
concern by the HCI community [16]. Using a digital ledger
for recording location data enables verification, whilst allow-
ing the possibility of protecting privacy around sharing spe-
cific location. Blockchain has been explored for its potential
to support minimal disclosure for identity management sys-
tems [6] and for access to medical records [9]. For verifying
location, precisely notarized location data can be recorded,
from which partial information regarding this location that is
sufficient for the purpose can be released. This is known as
attribute verification, and enables minimal disclosure, where
only what is essential to a party seeking information is re-
leased. So, for example, an individual’s driving data could
be recorded across a 1-year period, and when they renego-
tiate their annual insurance policy, the insurance company
could be provided with verification that this individual’s driv-
ing has been within legal limits, but without knowing exactly
where the individual has been.

Whilst digital ledgers are a good way to store this data
when verification is required, smart contracts enable us to
use this location data in connection with other events in the
world. Smart contracts contain computational structures,
with automated actions that will be executed in the event of
certain conditions being met. This allows them to securely
coordinate activity between multiple distributed agents (Fig-
ure 1).
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Figure 1: Location taxonomy generated in workshop

What is important about location?

In order to support privacy using the concept of minimal
disclosure we are seeking to map out different types of lo-
cation that are important in a variety of contexts and how
these relate to privacy issues. Different types of space and
the way that we relate to them has been studied in geo-
graphic disciplines [4]. Taxonomies of location have been
constructed to underpin pervasive computing systems

[5]. We need to understand what is important about loca-
tion to individuals and more specifically, how this location
might be useful to others, which aspects of location must be



concealed, and which are safe to reveal and in what situ-
ations. To do this we have asked 40 participants to record
moments throughout their day when their location, or an-
other person’s or object’s location, is important. We have
already seen through an initial analysis of a location diary
that what may be more important is trust in the information,
rather than exact location data. For example an individual
on a business trip arrives at a hotel and wants to check that
her colleague has also arrived safely at the hotel. The hotel
staff tell her that he has checked in. This gives her certainty
that he has arrived safely and is therefore likely to make it
on time to the meeting next day, although she doesn’t need
to know where he is right now. The data from the partici-
pants diaries has been used in a workshop context to begin
development of a taxonomy of location types. This taxon-
omy will be used to inform technological innovation in this
area. The first of these workshops has taken place and Fig-
ure 1 shows a taxonomy generated in the workshop drawn
out of the location diaries and workshop participants’ expe-
riences.

Methods of verifying location data

Traditionally, devices need to know where they are in the
world. There are several methods for doing this. GPS pro-
vides blanket coverage, at the cost of increased energy
expenditure, and poor functionality in urban areas. There
are a number of radio technologies for localization systems
without the use of GPS. WiFi access points and their sig-
nal strengths are commonly used to get an idea of location.
Bluetooth beacons can be used to provide a guaranteed
location, even going as far as carrying out cryptographic
exchanges that demonstrate a mobile device is close to
the bluetooth hardware. Mobile phone cell towers can be
used to triangulate GSM devices, and new networks such
as LORA can locate loT devices at an infrastructure level.

Location systems that rely on honest devices can be spoofed,
for example users modifying the location data sent from

their phones. Systems that involve background infrastruc-
ture are typically harder to spoof: a device cannot arbitrar-

ily fake being close to a cryptographically secure beacon.
However, even here, multiple devices may be able to col-
lude, and report verifications obtained by another device,

and of course it require the background infrastructure to be
present.

In terms of storage, there is a default option to write times-
tamped latitude and longitude position information into a
database. However, in the interest of protecting privacy,
other interesting possibilities can be explored, such as stor-
ing hashes of the location to allow verification without shar-
ing the full location, or traces relative to an unknown origin,
allowing properties such as distance or velocity to be deter-
mined, without storing the true location. For location points,
GeoHashes offer a compact representation, well suited to
blockchains, with structural properties that ensure truncated
hashes contain all of their sub hashes - for example, Ed-
inburgh’s location (55.953251N, -3.188267E) hashes to
gecvwr3yr7czz. A low precision version of this hash e.g.
gevur shares a prefix with the hash for Leith (a region of
Edinburgh), which is gcvwrnu7sq84. Hence, string com-
parisons can be used to efficiently compute containment
and proximity.

For verifying the location of devices, peer to peer meth-

ods exist [2] where bluetooth connections between mo-

bile devices allow a web of trust to be built up. Some more
ecosystemic approaches are emerging, such as Sikorka ’,
which combines GPS location with geospatial human intelli-
gence tasks that require presence at a particular location—
a user might be prompted for the name of the current ex-

Thttp://sikorka.io/
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hibition, proving that they have line of sight. Finally, an in-
tegrated, decentralised approach to the entire question

of location is being investigated by FOAM (foam.space),
where location cells using LPWAN hardware mine triangu-
lations to produce a background mesh of location driven
blockchain systems. This is based on three components: i)
a crypto-spatial coordinate system, using geohashes; ii) an
incentivised peer-to-peer proof of location network; and iii)
a spatial index that allows data and smart contracts to be
spatially located and navigated.

Location Verification for Active Travel

Verified location data is attractive to a range of developing
sectors and services, such as autonomous vehicles and
supply chain tracking, and is being researched in these
contexts e.g. [10, 7]. Blockchain technology has already
been employed by a number of new commercial organisa-
tions, e.g. Provenance.org verifies supply chains, in order
to build trust between stakeholders. Proof of location allows
this to extend further into Digital Civics [17], enabling the
development of a host of new potential systems and ser-
vices which may bring radical transformation to the way we
live. In particular, the combination of IoT and blockchains
can inspire new approaches to creating sustainable trans-
port systems in cities.

In recent years there has been an explosion of bicycle
schemes in cities that use location tracking to gain a num-
ber of benefits. Recently, dockless schemes have become
popular, using location tracking so that bikes can be locked
and left at a place of the rider’s convenience (e.g. Mobike,
OBike, Urbo). These schemes need to manage rider be-
haviour around bicycle return, e.g. Mobikes incentivises
riders to drop bikes at desirable locations, and penalises
them for dropping them where they should not. In a slightly
different proposition, See.Sense (seesense.cc), has built a

bicycle light with location tracking for theft detection and lo-

cation sensitive safety, that also shares anonymised to feed
into civic improvements for cycling. As is common, data col-
lected from these schemes is centralised, limiting its re-use

value and making verification difficult.

Smart contracts for location aware objects
Thinking further ahead, we consider the application of a
more radical use of these emerging technologies. Explo-
rations of the future potential of digital ledgers and smart
contracts has given rise to the somewhat abstract concept
of distributed autonomous organisations or DAOs. Currently
explored through digital art and thought pieces 2, DAOs are
underpinned by digital ledgers with cryptocurrencies which
enable objects to own a digital wallet. Digital wallets can be
used to trade the cryptocurrencies associated with digital
ledgers, and this means machines and systems can trade
autonomously without recourse to human identity e.g. [14].
This raises the prospect of autonomous organisations run
by algorithms rather than a centralised figure, and is seen
as having the potential to provide more transparency and
challenge current models of ownership and power [13].

As an example, “The Incredible Machine” —a team of 4
industrial designers exploring novel technologies through
proposing radical new products—explored a bicycle DAO

in a project called “Fairbike” 3. Fairbike is self-owned and
managed, and grows according to its use. Each bike owns
itself and riders pay the bicycle for their journeys. The bi-
cycle is able to contract local shops for repairs, buy a new
bicycle with profits to expand the network, or decommission
itself if it is no longer being used. The aim of this project is
to create a not-for-profit, socially responsible alternative to

2e.g. http://okhaos.com/plantoids/ or http://digicult.it/news/
terra0-la-foresta-aumentata-indipendente/
Shttps://the-incredible-machine.com/fairbike.html
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existing dockless schemes. In this example, the distributed
ledger handles payment as well as the data used to under-
pin the system, making it verifiable and transparent. This
enables a complex system of actors who develop the sys-
tem, the physical bikes and infrastructure necessary for
their use and upkeep, and the users of this system who
support and ultimately crowdfund the platform as they use it

[11].

In this example, bicycle’s location is not securely tracked,
and adding a location aware infrastructure would bring
many benefits. If a bicycle knows its location it could in-
centivise riders to store it in sheltered places, and contact
the nearest bicycle shop for a regular service, incentivis-
ing its transport there. A DAO bicycle could explain its own
value, using its usage data to demonstrate a contribution
to meeting carbon reduction targets. This could be linked
to systems of incentives for active travel, employing local
services for bike maintenance, or providing open data on
cycling, which could be used by a variety of organisations
to improve cycling experience by improving infrastructure
of other cycling services. Secure location data could act as
a linkage between different systems. Multiple independent,
distributed DAO cycle schemes and other active travel pos-
sibilities could be woven together into a transport ecosys-
tem, offering riders a joined-up experience across the differ-
ent schemes.

There are challenges here. Autonomous systems are not
widespread, and there are no clear guidelines on how to
design something that is robust, both with respect to keep-
ing the system functioning, and against bad actors in the
system [1]. Bicycles are dependent on people around them,
in order to survive on the street, and the social mechanisms
to make this work are largely untested. The sharing of per-
sonal information on blockchains is also in its infancy, and

preserving privacy whilst enabling useful linkages between
systems is an open challenge. Many possible solutions
arise from exploring different data combinations, for ex-
ample, a bicycle may not know its exact location, but in-
stead may know if its in a good location for picking up its
next rider, or a bicycle may know where it is, but not who

is riding it. However, the ontology and risk surfaces of dif-
ferent location properties has not been fully articulated.
Enabling possibilities such as knowing when a bicycle is
near, or incentivising active travel through having provable
carbon neutral journeys need to be balanced with the risks
of accidental disclosure or identification. Gaining an under-
standing of different sorts of location that might be useful in
different contexts and how these can be securely recorded
into a ledger system to support minimal disclosure is essen-
tial to developing technology in this area.

Conclusion

Location verification has the potential to improve on exist-
ing services in sectors such as transport and shipping, but
it also presents the possibility of inventing radical new so-
lutions to problems such as urban congestion. Whilst the
technology is still nascent, the potential challenges and
benefits are becoming clear. What is required is a resilient,
ecosystemic approach to the location identification, storage
and verification that will enable maximum benefits whilst
preserving the privacy and safety of its users. We need

to understand the kinds of location that are appropriate in
different situations, and develop a way to use these within
smart contracts. This can lead to a system of minimal dis-
closure, where only the necessary location is shared, to
support novel services while maintaining privacy. Whilst it is
easy to envisage the social good that can come from shar-
ing location based data across a range of different organi-
sations to drive civic improvement, care needs to be taken
to consider attitudes to privacy and trust, to encourage par-



ticipation in data driven systems. Ultimately it is important
that we can harness these new technologies to support,
rather than erode, existing trust and goodwill.
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